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Introduction

This document describes the Sitecore CMS installation.
For small implementations including developer workstations and testing
environments, Sitecore CMS and the database server can be installed on a single
computer. For larger implementations the database server is typically separated from
the application server. The content authoring environment for business users is also
frequently separated from the content delivery environment that is accessed by
internet users.
Sitecore can be broken down into three logical components regardless of whether a
setup .exe file or a .zip file is used to install a new instance of Sitecore and regardless
of the database technology that is used.
The three logical components are:

1 IS document root ("the Web site").

1 Supporting file system for logs and data.

9 Supporting relational databases. The databases are often stored under
the supporting file system.

Configuration is managed by files such as web.config and the files under the
/App_Config folder.

For information about hardening security when Sitecore is installed, see the Security
Hardening Guide.

The Sitecore CMS can be distributed in two ways:
1 As an executable installation program & .exe file(s).

1 As an archived copy of a Sitecore CMS solution in a file system d a zip
file.

The installation program should be used whenever possible. It contains a wizard
which guides you through the installation process.

Using the installation program requires considerably less manual effort than
configuring the zip file.

SitecoreE is a registered trademark. Al ot her brand and product
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You can create an archive of your Sitecore CMS solution to move it from one
computer to another.

The document includes the following chapters.
1 Chapter 17 Introduction
1 Chapter 2 Sitecore CMS 6 Requirements
1 Chapter 31 Using the Sitecore Installation Program
1 Chapter 41 Installing from the .ZIP File
1 Chapter 57 Limitations and Specific Requirements
1 Chapter 77 Appendix

Please contact http://support.sitecore.net/helpdesk/ for assistance or to report any
discrepancies between this document and the product.
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1.1 Preparing to Install Sitecore CMS 6

Depending on your choice of database technologies, tAh
environment you want to run 8 development, testing, content authoring, content delivery, and so on
0 there are various ways in which you can install Sitecore.

When you thoroughly understand the Sitecore CMS architecture and have read the installation
documentation, you should define a basic installation plan.

Before attempting to install Sitecore CMS, you should decide on the:
1 Project name and acronym, for instance ProjectName.
Acronym/prefix, for instance PN.
Target installation file system root, for instance C:\ inetpub \ wwwroot \ ProjectName
Database technology 8 SQL Server 2008, SQL Server 2008 R2 or SQL Express, or Oracle.
Database location 0 locally or on a remote server.
Appropriate Sitecore CMS license.
Hardware.

Administrative access to computers and databases.

=A =4 =4 =4 4 -4 -4 -4

Access to Sitecore Developer Network (http://sdn.sitecore.net) 8 contact a local sales office
or partner manager.

1 IS configuration 8 host headers, and so on.

SitecoreE is a registered trademark. Al ot her brand and product
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Sitecore CMS 6 Requirements

This chapter describes the prerequisites, hardware, and software requirements for
Sitecore CMS 6 host and client computers.In t hi' s document the term fiser\
toaWindowsOSWe b server and the term Ahosto refers to
CMS on either a server or workstation.
This chapter contains the following sections:

9 Sitecore Hosting Environment Requirements

9 Sitecore Client Requirements

SitecoreE is a registered trademark. Al ot her brand and product
contents of this document ar e t he01pg Siteqore. Altrightsoekervédi t ecore. Copyri ght
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2.1 Sitecore Hosting Environment Requirements

2.1.1 |lIS Requirements

Sitecore CMS can be hosted on the following IIS versions running on supported operating systems:

1T 1S5.1
1T 1S6.0
1T 1S7.0
1T NIS7.5

Sitecore CMS does not support any other ASP.NET web servers such as Visual Studio Cassini, IS
Express or Mono Web Server.

2.1.2 Operating System Requirements
Sitecore CMS can be hosted on the following Microsoft operating systems:
1  Windows XP (32-bit only)
1  Windows Server 2003 (32/64-bit)
1 Windows Server 2008 (32/64-bit)
1 Windows Server 2008 R2 (32/64-bit)
1 Windows Vista (32/64-bit)
1  Windows 7 (32/64-bit)
Important

Visit Windows Update 6 http://windowsupdate.microsoft.com & and install all the appropriate service
packs and security updates on all of your Sitecore CMS host and client computers.

Windows XP Service Pack 2 (or a later update) must be installed on every Microsoft Windows XP
computer that hosts Sitecore or accesses Sitecore with Internet Explorer. Sitecore highly
recommends Service Pack 2 (or a later update) for Microsoft Windows 2003. Service Pack 1 is
required as a minimum.

Sitecore CMS supports the following editions of the Windows Vista operating system:
1 Business
1 Ultimate

1 Enterprise

The other editions of Vista, such as Home Basic, have IS server limitations. For more information
about IIS configuration on different editions of Windows Vista, refer to the following articles:

1  Why you need Vista Business / Ultimate for IS 7?

M 1IS 7.0 Features and Vista Editions

Sitecore CMS supports the following editions of the Windows 7 operating system:
1 Ultimate
1 Professional

1 Enterprise

SitecoreE is a registered trademark. Al ot her brand and
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It is possible to run Sitecore on Windows 7 Home Premium if you install IS 7.5 on it. For information
about installing 11S 7.5 on Windows 7 Home Premium read the following article:

T Installing 1IS 7.5 on Windows 7 Home Premium, Home Basic, or Home Starter.

You can read about feature limitations in Windows 7 editions by reading the following article:
1 Available Web Server (1IS) Role Services in IIS 7.5

2.1.3 .NET Framework Requirements
Sitecore CMS 6 requires .NET Framework 3.5 Service Pack 1 or .NET Framework 4.
Any available updates to the .NET framework should be applied to every Sitecore host.

To reduce the number of ASP.NET configuration issues on Sitecore hosts running on IS 6, install and
enable 1IS before updating the .NET framework.

If you are running 1IS 6 and you have installed .NET Framework before installing 11S, please refer to
the following article for troubleshooting instructions:

1 Troubleshooting an ASP.NET Installation (1S 6.0)

2.1.4 Database Requirements

Sitecore CMS supports the following database servers:
1 MS SQL Server 2008.
T MS SQL Server 2008 R2.
1 Oracle 10g, 11g.

Note

You should have the Oracle specific license keys in your license file to run Sitecore with the Oracle
database: Sitecore.Oracle and Sitecore.FireDB.

If you are using MS SQL Server, we recommend that you use MS SQL Server 2008 R2.

Note
Starting with 6.5 Update-3, Oracle 10g is no longer supported, since Oracle does not provide active
support for 10.2 since July 2010.

Sitecore recommends running the database on a separate server from the web server(s).

2.1.5 Hardware Requirements for a Server Running a Single Sitecore
Installation

The following hardware requirements are recommended:
9 4 core processor
1 4GB of RAM

Note

The recommended hardware requirements are for running the software on a single computer. For
more information about running Sitecore on different kinds of hardware, consult your Sitecore partner
or Technical Sales Representative.

SitecoreE is a registered trademark. Al ot her brand and product
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2.2 Sitecore Client Requirements

2.2.1 Browser Requirements

Sitecore CMS clients are browser-based user interfaces. Sitecore clients can run on the following
browsers:

1 Microsoft Internet Explorer 9 is supported by CMS 6.5 Update-2 (rev. 111123) and later CMS

6.5 updates
1 Microsoft Internet Explorer 7 and 8
1 Mozilla Firefox 3.6 and later
1 Google Chrome 5 and later
1 Apple Safari 5
Note

To use Page Editor, Preview or Sitecore Debugger in Microsoft Internet Explorer 9, you must enable
Compatibility View mode in the browser. For more information about IE 9 support, see the known
issue on SDN.

Note
Sitecore CMS 6.5 supports all current stable versions of these browsers unless stated otherwise.

For more information on how to configure a browser, see the Browser Configuration Reference.

2.2.2 Hardware Requirements
1 Processor: Intel Pentium 4 2GHz or faster processor.
1 RAM: 512 MB minimum. 1GB i recommended.
I TCP/IP connection at 512Kbps or faster to the Sitecore CMS host.

1 1024x768 or greater screen resolution required for advanced operations.

You do not need to install any additional software on the Sitecore CMS clients that access Sitecore
CMS servers.

SitecoreE is a registered trademark. Al ot her brand and product
contents of this document ar e t he01pg Siteqore. Altrightsoekervédi t ecore. Copyri ght

Page 10 of 78


http://sdn.sitecore.net/Products/Sitecore%20V5/Sitecore%20CMS%206/ReleaseNotes/KnownIssues%20Recommended/IE9%20support.aspx
http://sdn.sitecore.net/Products/Sitecore%20V5/Sitecore%20CMS%206/ReleaseNotes/KnownIssues%20Recommended/IE9%20support.aspx

Sitecore CMS 6.5 Installation Guide @ Sltecore

Using the Sitecore Installation Program

This chapter describes the process of Sitecore CMS installation using the executable
installation program.

You can download the Sitecore Installation Program from the Sitecore CMS
Downloads page.

This chapter contains the following sections:
1 Windows Vista / Windows 7 Pre-installation Steps
1 Installation Process
1 Uninstalling Sitecore

1 Troubleshooting

SitecoreE is a registered trademark. Al ot her brand and product
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3.1 Windows Vista / Windows 7 Pre-installation Steps

Before you can install Sitecore on Windows Vista or Windows 7, you must ensure that the UAC (User
Account Control) configuration security policy Detect application installations and prompt for elevation
is enabled.

3.1.1 The UAC (User Account Control) Configuration

To run the installation program on Windows Vista or Windows 7, the UAC (User Account Control)
configuration security policy Detect application installations and prompt for elevation must be enabled
(this setting is enabled by default).

To check if this setting has been changed on your machine:
1. Loginto Vista as an administrator.
1. Press WIN + R to open the Run window.
2. Inthe Run window, enter secpol.msc and press ENTER.

The UAC (User Account Control) requests your permission to continue.

User Account Contral @

G Windows needs your permission to continue

If you started this action, continue,
@ Microsoft Management Console
Microsoft Windows
V Details

User Account Control helps stop unauthorized changes to your computer.

3. Click Continue to open the Local Security Policy window.
4. In the left-hand pane, expand the Local Policies node and select Security Options.

5. Scroll to the bottom of the list of policies in the right-hand pane.

SitecoreE is a registered trademark. Al ot her brand and product
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6. Verify that the User Account Control: Detect application installations and prompt for elevation
policy is set to Enabled.

i Local Security Policy EI@
File  Action  Miew Help
= 2EXE =
E! Security Settings Palicy ‘ Security Setting &
“ E %_Emuntpnhms_ DShuthwn: Clear wirtual mermory pagefile Disabled
. 3 Passward Policy . DSystem cryptography: Farce strong key protection for user key.. Mot Defined
P j%c.:c;z:;z:ockoutpohcj DSystem cryptography: Use FIPS compliant algorithms for encr.., Disabled
) E Audit Palicy DSystem objects: Require case insensitivity for non-Windows su.. Enabled
. User Rights Assignmen DSystem ohjects: Strengthen default permissions of internal sys.. Enabled
u DSystem settings: Optional subsystems Posix
. T Windows Firewall with A, DSystem settings: Use Certificate Rules on Windows Executable..  Disabled
+ [ Public Key Palicies DUserAccountContro\:Admin Approval Mode for the Built-in...  Disabled
| Software Restriction Policie DUserAccount Control: Behaviar of the elevation prompt fora., Prorptfor consent
, lg IP Security Policies on Loc: 2 jBehayvigrof the eleyatio QUptio 2dg

| [User Account Control: Only elevate executables that are signe...

DUserAccount Contral: Only elevate ULccess applications that., Enabled —
DUserAccount Control: Run all administratars in Adrmin Sppro.. Enabled
DUserAccount Contral: Switch to the secure desktop when pro..  Enabled 3

D User Account Control: Wirtualize file and reqistry write failures to per-user locations
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3.2 Installation Process

To start the installation process you need to launch the Sitecore 6.X.X rev.XXXXXX.exe application,
which starts the installation wizard. This section describes the steps of the wizard.

Note
The Sitecore CMS configuration files are automatically modified according to the settings provided in
the wizard.

Welcome screen

i Sitecore -Installation ]

Welcome to the
Installation Wizard for

Sitecore. sitecore’

The wizard will install Sitecore on your computer. To
continue, click Next.

i1 Version 6.5.0 rev, 110418
wl /
‘Waming: Sitecore CMS software is patented, U.S. Patent No.

7,856,345, This computer program is protected by copyright
law and intarnational treaties. Unauthorized repreduction,
distribution or usage of this pragram, or any portion of it, may
result in severe civil and criminal panalties, and will be

o prosecuted to the meximum extent possible under the law.

&)
ad

< Back | Next > I Cancel

Review the welcome screen and click Next.

Upgrade or New Instance

{i@ Sitecore -Installation x|

Delete or New Instance
Select 2n installation option.
‘L‘:}l This option installs a new instance of Sitscors,

| € Basting Instance
This option removes an existing instance of Sitecore.

<Back || MNexts> | Cancel

Select the New Instance radio button to install a new instance.

Select the Existing Instance to remove an existing instance of Sitecore CMS. This option is only
active when an instance of Sitecore already exists on the machine.

SitecoreE is a registered trademark. Al ot her brand and product
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License Agreement

il Sitecore -Installation x|
License Agreement
Read the licenss agreement carefully.

Sitecore License Agreement i’

LICENSEE'S USE OF THE SITECCRE SOFTWARE IS SUBJECT TO
LICENSEE'S FULL ACCEPTANCE OF THE TERMS, CCNDITIONS,
DISCLAIMERS AND LICENSE RESTRICTIONS SET FORTH IN THIS
AGREEMENT,

1. License Grant: Upon payment in full of the license fee, Licenser grants
Licensee a non-exclusive, perpetual, non-transferable, non-assignable, non-
sublicensable license, without ime limitations, to use the Sitecore Software, in
obiect cede form only exclusively for manaasment of Licensee's own current ;I

| 1 accept the terms in the licanse agresment. Print

(" 1 do not accept the terms in the license agresment.

< Back | Next > I

Read the License Agreement and select the appropriate radio button. Click Next.

What to Install?
Select the installation mode:

1 Full mode (client and database). This mode installs both Sitecore databases and Sitecore
client on the local computer.

1 Database only. This mode only installs Sitecore databases.

Client only. This mode installs everything except databases.

3.2.1  Full Mode (client and database)

This mode installs both Sitecore databases and Sitecore client on the local computer.

i@ Sitecore -Installation =

What to install?
Choose apropriate mode of this instance

i+ Full mods (client and datsbase)

This mode installs entire solution to the local machine and lets you run the blank site
out of the box

" Database only

Thiz mode mostly suits for database servers where other Sitecore dlient will connect to

€ dlient enly (connect to external database)

This mode install just Sitecore dient to paint to the databases on ancther server

< Back | Next = | Cancel

Select the Full mode (client and databases) check box.

SitecoreE is a registered trademark. Al ot her brand and product
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To install Sitecore WebDAYV features you must have the WebClient service on your computer. If not,
the following message appears:

Sitecore g

4 l} The web client service is not available.

Disregard this message if you do not want to install WebDAYV features.
Click Next.

Instance Name

1@ Sitecore -Installation =
Instance Name
Give this new instance of Sitecore 2 unique name.
Instance Name: Mysite

NOTE: This name identifies this instance of the application. It is alsc the default hostname
of an 1156 + Web site.

< Back | Next > I Cancel

Give this new instance of Sitecore CMS a unique name. If you choose to create a new site on a later
step, this name is also used as the hostname of an IIS web site.

License File

{i@ Sitecore -Installation x|
License File
Select a valid licanse file for Sitecore.
License File: | Digutilicenselicense xml Browse. ..

EXPIRATION DATE  3/28/2012 12:00:00 PM
WERSION 5.2

2 Glinky Street, Office 403

ADDRESS gg"”""’e"”‘”‘k
49000

COMPANY Wi

COUNTRYISC LA

RESELLER

FURFOSE

LICENSEE Sitecors Ukraine

Select the license file. Click Next.

Database Server

Choose the database server.
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If you have chosen SQL server, you see the following Database Server dialog box:

i@ Sitecore -Installation =]

Database Server
Select the database server and authentication methed to use.

Selact appropriate database vendor: SQL Server hd

Select the database sarver from a list or dlick Browse to selact the database server fram
a list of all the available database servers. Select the login to use.

Database Server:

| (local)\SQLEXPRESS = Browse...
Login ID: [==
Password: I ssene

For more eptions click Advanced: Advanced...

<Back | Net> | cancel |

Select the database vendor. Select the database server from a list or click Browse to see a list of all
the database servers available. Enter the login id (SQL server user name) and corresponding
password. The installation program will use these credentials to access the SQL server.

To set the database prefix options, click Advanced and the Check the advanced options of the
database server dialog box appears:

ii& Sitecore -Installation x|
‘Check the advanced options of the database server
Advanced database cptions.

¥ Verify if this wizard can connect to database server
- Database prefix:

Database prefix: [ysize1

[ Prefix physical files with this prefix

r Credentials to use in connection strings

Login ID: [z

Password: I-----

Specify the database prefix for this instance of Sitecore CMS and select whether to prefix physical
files or not.

Enter the login id (SQL server user name) and corresponding password. Sitecore applications will use
these credentials to access the SQL server. Click Ok.

Click Next.
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If you have chosen Oracle, you see the following Database Server dialog box:

il Sitecore -Installation
Database Server
Select the database server and authentication methad to use.
Selact appropriate database vendor: Qracle hd
Oracle Client: | Oranti 1g_homel[ODP.NET 2.111.6.0] =
Oracle Instance: [oret =

System Password: Iuou

Prefix: | sos50

Tablespace: | sitecore

<Back || MNext> | Cancel

Important
You must create the appropriate tablespace first. To do this, run the following SQL script:

create tablespace sitecore logging  datafile ' sitecore.dbf' size 200M
reuse autoextend on next 100M extent management local segment space management auto;

Configure the Oracle database server. This dialog box contains the following fields:

M Oracle Client i select the Oracle client.

1 Oracle Instance i select the Oracle instance.
1 System password i password for the system user of the Oracle instance.
1 Prefix - prefix to use for user schema names and passwords.
I Tablespace i name of the tablespace for Sitecore data.
Click Next.

Destination Folder

i@ Sitecore -Installation

x|
Destination Folder
Select the location where Sitecore will be installed, Click Change to install Sitecore
in a differant location.

Install Sitecors in:

J | or\sitecarepysits Change...

Far more options click Advanced:

< Back Next > | Cancel

Select the folder where Sitecore CMS web site will be installed.
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To change the database folder and the folder where various data files will be stored (log files,
packages, etc.), click Advanced. The Destination Folders dialog box appears:

i Sitecore -Installation =

Destination folders
Select folders for various parts of Sitecore.

| IJ Install Sitecore Date to:

| Dt\Sitecore\MySite\Data Browse...
Install Sitecore Databases to:

I_J | Dt\Sitecore\MySite\Database Browse...
MDF files: [ p:\SitecoreiMysite\ Database\MDF Browse...
LDFfiles: [ D:\Sitecorei\MySite| Database\ DF Browss...

Enter new destination folders and click Ok.
Click Next.

Note
Make sure that the SQL server has the permissions to write to the destination folder.

1S Web Site

{idl Sitecore -Installation

118 Web Site
Select an existing Web site or create a new Web site.

Web Site Name: IMYS\tE

For more optiens click Advanced: Advanced...

<Back |[ Net> | cancel |

Enter the name of the new website.
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@ sitecore

Click Advanced to edit such IS settings as website port, application pool name and mode, .NET

Framework version.

iig Sitecore -Installation

11S Advanced settings

Change the additicnal parameters of 115,

— Web Site

Port: [a0

r~ Application pool

Kame: [ySit=AppFact

WMode: I Integrated

— NET Framework

Version:

[20.50727.0

Click Ok.
Click Next.

Ready to Install Sitecore

1@ Sitecore -Installation

Ready to Install Sitecore

Review the options you selected. Click Back to change an option or click Install to install

Sitecore.

‘Option: | Value:
Instance Name: MySite
Licensz File: Di\Butilicense\licensexml
Database Server: (local)\SQLEXPRESS
Destination Folder: D:\Sitecore\MySite
Data Folder: D:\Sitacara\MySite|Data
MDF Folder: D:\Sitecore|\MySite\Database\MDF
LDF Folder: D:\Sitecore\MySite\Database\LDF
Database folder: D:\Sitecore\MySite|Database
Web Site Name: Default Web Site

Review the options you selected. Click Install to install Sitecore CMS.
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Installing Sitecore

i@ Sitecare Setup

Installing Sitecore

Sitecore is being installed.

Status:

Back wer | g ]

After you click Next you will see a window which will inform you about the installation process.

Finish

i@ Sitecore Setup =] 3

The Sitecore Installation

Wizard has finished. sitecore

Click Finish to close the wizard,

[T Launch Sitecore

Eack U Einish Cancel

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.

3.2.2

Databases Only Installation Mode

This section describes the Databases Only installation mode. This mode only installs Sitecore

databases.
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What to Install?

il Sitecore -Installation =

What to install?
Choose apropriate mode of this instance

" Full mode (client and datsbase)

This mode installs entire solution to the local machine and lets you run the blank site.
out of the box

(+ Database only
This mode mostly suits for database servers where other Sitecore dient will connect to
€ client only (connect to extemnal database)

This mode install just Sitecore dient to point to the databases on ancther server

< Back | Next > I Cancel

Select the Databases only check box installation type to install only databases.

To install Sitecore WebDAYV features you must have the WebClient service on your computer. If not,
the following message appears:

Sitecore =50

I": The web client service is not available.

Disregard this message if you do not want to install WebDAV features.

Instance Name

{id Sitecore -Installation =

Instance Name
Give this new instance of Sitecore a unique name,

Instance Name: Mysite

NOTE: This name identifies this instance of the application. 1t is also the default hostname
of an 1156 + Web site.

< Back | Next > | Cancel

Give this new instance of Sitecore CMS a unique name. If you choose to create a new site on a later
step, this name is also used as the hostname of an IIS web site.

Database Server

Choose the database server.
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If you have chosen SQL server, you see the following Database Server dialog box:

{id Sitecore -Installation =

Database Server
Select the database server and authentication methed to use.

Selact appropriate database vendor: SQL Server hd

Select the database sarver from a list or dlick Browse to selact the database server fram
a list of all the available database servers. Select the login to use.

Database Server:

| (local)\SQLEXPRESS = Browse...
Login ID: [==
Password: I ssene

For more eptions click Advanced: Advanced...

<Back | Net> | cancel |

Select the database server from a list or click Browse to see a list of all the database servers
available. Enter the login id (SQL server user name) and corresponding password.

To set the database prefix options, click Advanced and the Check the advanced options of the
database server dialog box appears.

iig Sitecore -Installation x|
Check the advanced options of the database server
Advanced database options.
|¥ Verify if this wizard can connect to database server
Database prefix:
Database prefic: [Newnstancet

[ Prefix physical files with this prefix

Specify the database prefix for this instance of Sitecore CMS and select whether to prefix physical
files or not. Click Ok.

Click Next.
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If you have chosen Oracle, you see the following Database Server dialog box:

il Sitecore -Installation
Database Server
Select the database server and authentication methad to use.
Selact appropriate database vendor: Qracle hd
Oracle Client: | Oranti 1g_homel[ODP.NET 2.111.6.0] =
Oracle Instance: [oret =

System Password: Iuou

Prefix: | sos50

Tablespace: | sitecore

<Back || MNext> | Cancel

Important
You must create the appropriate tablespace first. To do this, run the following SQL script:

create tablespace sitecore logging  datafile 'sitecore.dbf' size 200M
reuse autoextend on next 100M extent management local segment space ma nagement auto;

Configure the Oracle database server. This dialog box contains the following fields:
1 Oracle Client i select the Oracle client.
1 Oracle Instance i select the Oracle instance.
1 System password i password for the system user of the Oracle instance.
1 Prefix - prefix to use for user schema names and passwords.

I Tablespace i name of the tablespace for Sitecore data.
Click Next.

Destination Folder

1@ Sitecore -Installation x|

Destination Folder
Select the location where Sitecore will be installed. Click Change to install Sitecore
in a different location.

Install Sitecore in:

uJ | D:\Sitecore\MySite Change...

For more options click Advancad:

< Back Next > I Cancel

Select the location where the databases will be installed.
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Advanced. The Destination Folders dialog box appears:

i Sitecore -Installation =

Destination folders
Select folders for various parts of Sitecore.
MDF filss: | D:\SitecorelMySite\MDF Browse...
LOF files: | p:\Sitecore\MySite\LDF Browse...

Enter destination folders and click Ok.
Click Next.

Ready to Install Sitecore

1@ Sitecore -Installation =

Ready to Install Sitecore

Review the options you selected. Click Back to change an option or click Install to install

@ sitecore

To change the database folder and the folder where various database files will be stored, click

Sitecore.
‘Option: | Value: |
Instance Name: Newlnstancel
Database Server: (local)\SQLEXPRESS
Database folder: D:\Sitacore\MySite.
MDF Folder: D:\Sitecore\MySite\MDF
LDF Folder: D:\Sitacara\MySite|L DF

Review the options you selected. Click Install to install Sitecore CMS.
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Installing Sitecore

i@ Sitecare Setup

Installing Sitecore

Sitecore is being installed.

Status:

Back

| |

e

After you click Next you will see a window which will inform you about the installation process.

Finish

1@ Sitecore Setup

=10l

The Sitecore Installation

Wizard has finished. sitecore

Click Finish to close the wizard,

[T Launch Sitecore

Eack U Einish Cancel

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.
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3.2.3 Client Only Installation Mode

This section describes the Client Only installation mode. This mode installs everything except
databases.

What to Install?

|
What to install?
Choose apropriate mode of this instance

€ Full made (client and datzbace)

This mode installs entire solution to the local machine and lets you run the blank site
out of the bax

(" Database anly

This mode mostly suits for database servers where other Sitecore dlient will connect to

(= dlient only (connact to external databass)

This mede install just Sitecere dlient to paint to the databases on anether server

< Back | Next > I Cancel

Select the Client only check box.

To install Sitecore WebDAV features you must have the WebClient service on your computer. If not,
the following message appears:

Sitecore g

4 l} The web client service is not available.

Disregard this message if you do not want to install WebDAYV features.

Click Next.

Instance Name

1@ Sitecore -Installation =
Instance Name
Give this new instance of Sitecore a unique name,
Instance Name: MySite

NOTE: This name identifies this instance of the application. It is alsc the default hostname
of an 1156 + Web site.

< Back | Next > I Cancel
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@ sitecore

Give this new instance of Sitecore CMS a unique name. If you choose to create a new site on a later
step, this name is also used as the hostname of an IIS web site.

License File

{id Sitecore -Installation

License File
Select a valid license file for Sitecore.

Licensz File: | D:\Butlicense\licensa.xml
EXPIRATION DATE  3/28/2012 12:00:00 PM
VERSION 5.2

2 Glinky Street, Office 403

ADDRESS g;i"”"m’”‘ﬁk

43000

COMPANY N/A

COUNTRY IS0 A

RESELLER

PURPOSE

LICENSEE Sitecore Ukraine

Select the license file. Click Next.

Database Server

Choose the database server.

If you have chosen SQL server, you see the following Database Server dialog box:

1@ Sitecore -Installation

Database Server
Select the database server and authentication methed to use.

Select appropriate database vendar: SGL Server -

Select the database server from a list or dick Browse to select the database server from

a list of all the available database servers. Select the login to use.

Database Server:
| (local\sQLEXPRESS | Browse...
Login ID: [==

Passwerd: quo

For more options click Advanced:

Advanced...

< Back | Next > I

Cancel

Select the database vendor. Select the database server from a list or click Browse to see a list of all
the database servers available. Enter the login id (SQL server user name) and corresponding
password. The installation program will use these credentials to access the SQL server.
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To set the database prefix options, click Advanced and the Check the advanced options of the
database server dialog box appears.

i Sitecore -Installation =

Check the advanced options of the database server
Advanced database options.
[ Verify if this wizard can connect to database server
Database prefix:
Database prefic: MySitel
e

Specify the database prefix for this instance of Sitecore CMS and select whether to prefix physical
files or not. Click OKk.

Click Next.

If you have chosen Oracle, you see the following Database Server dialog box:

{i# Sitecore -Installation E
Database Server
Select the database server and authentication methed to use.
Select appropriate database wendor: Oracle hd
Oracle Client: [ oracbi1g_home1[oDr.NET 2.111.6.0] |
Oracle Instance: IDRCL j

System Password: [ereer

Prefix: [ s0s50

Tablespace: | sitecore

< Back | Next > I Cancel

Configure the Oracle database server. This dialog box contains the following fields:
1 Oracle Client i select the Oracle client.
1 Oracle Instance i select the Oracle instance.
1 System password i password for the system user of the Oracle instance.
1 Prefix - prefix to use for user schema names and passwords.

1 Tablespace i name of the tablespace for Sitecore data.
Click Next.
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Destination Folder

il Sitecore -Installation =

Destination Folder
Select the lecation where Sitecore will be installed. Click Change to instzll Sitecore

in a different location.

Install Sitecore in:

\u | DrSitecore\Mysite Change...

For more options click Advanced:

Select the location where Sitecore will be installed.

To change the database folder and the folder where various database files will be stored, click
Advanced. The Destination Folders dialog box appears:

i Sitecore -Installation x|

Destination folders
Select folders for various parts of Sitecore.

\ij Install Sitecore Data to:

| D:\Sitecare\MySite\Data Browse...

Enter destination folders and click Ok.
Click Next.
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I1S Web Site

il Sitecore -Installation

118 Web Site
Select an existing Web site or create a new Web site.

Web Site Name: [Mysice

For more optiens click Advanced:

I Next > I

< Back

Enter the name of the new website. Click Advanced to edit such IS settings as website port,
application pool name and mode, .NET Framework version.

iig Sitecore -Installation

115 Advanced settings
Change the additional parameters of 115,

- Web Site

Part: [
r Application pool

Name: | MySiteAppPoal

Mode: [tntegratas =l
- NET Framewark

Version: [20.50727.0 El

Click Ok.
Click Next.
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Ready to Install Sitecore

i Sitecore -Installation |

Ready to Install Sitecore @

Review the options you selected. Dlick Sack to change an option er dlick Install te install
Sitecare.

Option: | Value: [
Tnstance Name: WySitel
Database Server: {Iocal)\SQLEXPRESS
Destination Folder: Di\SitecoraiMySite
License File: D:\Butllicensellicense.xml
Data Foldar: Di\SitecoreiMySie\Data
Web Site Name: Defauit Web Site

Review the options you selected. Click Install to install Sitecore CMS.

Installing Sitecore

{i Sitecore Setup o [l o3

Installing Sitecore @

Sitecore is being installed,

After you click Next you will see a window which will inform you about the installation process.

Finish

11 Sitecore Setup ] o5

The Sitecore Installation
Wizard has finished. sitecore

Click Finish to close the wizard.

[T Launch Sitecore

!

-
s 3
N

.

Eack. | Finish I el

The Sitecore Installation Wizard has finished. Click Finish to exit the wizard.
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3.3

Uninstalling Sitecore

@ sitecore

To start the process of uninstalling Sitecore, perform one of the following actions:

1 Run Windows Control Panel, in the Add or Remove Programs window, locate the
appropriate entry and click Remove:

P Add or Remove Programs

Currently installed programs:

5 Mcrosort e T Framework 1.1

#5) Microsoft \NET Framework 1.1 Hotfix (KB886903)

5 Microsoft NET Framework 2.0

3 Microsoft SQU Server 2005

| Microsoft SQU Server Management Studio Express

[ Microsoft SQU Server Native Chent

| Microsoft SQU Server Setup Support Files (Englich)

[ Microsoft SQU Server ¥SS Wrier

| MSXML 6.0 Parser

§5) NVIDIA Windows 2000/XP Display Drivers
Sitecore® CMS v5.3.0 Build 061102 - pn

here for suppoet information

To remove this program from your ¢

dck Remove,
[ soundMmax

15 TosHIBA ConfigFree

5 windows Instaler 3.1 (KB393803)

€& Windows Internet Explorer 7

15 windows Media Connect

3.48M8

1 Launch the Sitecore 6.X.X rev.XXXXXX.exe application, in the Add or Remove Sitecore

Instance step, select the Existing Instance check box.

- Sitecare - Installation

5

Q

Add or Remove a Sitecare Instance
Do you want to create @ new instance of Sitecore or remove an existing
instance?

P
:

© NewInstance

Create a new instance of Sitecore.

@ Existing Instance

Remove an existing instance of Sitecore. To install another instance,
you must run the installation wizard again.

Sitecore Instance:

<Bace | wet> | [ cencel |

After uninstalling Sitecore, restart the SQL Server and IS services as appropriate.
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3.4 Troubleshooting

If the installation program fails
If the installation program fails, archive the log file and attach it to your support request.

If the installation program fails after you click Install in the Ready to Install dialog box, the log file is
automatically created at: % TEMPWgitecorelnstaller.log

Note
The log file is recreated during each installation. You should therefore copy it right after an
unsuccessful installation. Otherwise the file will be overwritten.

"Database '...' cannot be upgraded” error message while using SQL Server

When using SQL Server the installer returns the "Database '..." cannot be upgraded" error message,
the user account configured to run the SQL server application must have Full access permissions to
the website root folder. Typically, the SQL server application runs in the context of the NETWORK
SERVICE account.
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Installing fro

m the .ZIP File

@ Sitecore

This chapter describes how to install Sitecore using the ZIP archive of the Web site
root. You can download the ZIP archive from the following page:

http://sdn.sitecore.net/Resources/Sitecore%206.aspx

This chapter contains the following sections:

1 Installation Process Overview

1 Configuring Folder and Registry Permissions

1 Configuring the IS

1 Microsoft SQL Server Configuration

1 Oracle Database Storage Setup

1 Uninstalling Sitecore (ZIP installation)
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4.1

Installation Process Overview

This section describes how to install Sitecore from a ZIP archive of the Sitecore CMS site root.

You can download the Sitecore CMS ZIP archive from the following page:

http://sdn.sitecore.net/Resources/Sitecore%206.aspx

To install an instance of Sitecore:

@ Sitecore

1. Install Microsoft .NET Framework V3.5 or 4.

2. Choose a parent directory path for the project, for example C:\ InetPub \ ProjectName

3. Extract the .zip archive to create the following folders:

C:\InetPub \ ProjectName \ Website
C:\InetPub \ ProjectName \ Data
C:\ InetPub \ ProjectName \ Databases

4. Set permissions as described in Section 4.2, Configuring Folder and Registry
Permissions.

5. Place the appropriate license.xml file to the / Data folder. The location of the /Data
folder is determined by the following setting in the web.config  file:
<sc.variable name="dataFolder" value="/data" />
This setting should be changed to the absolute location of the folder, such as
C:\ InetPub \ ProjectName \ Data

6. If you are running SQL Server, attach SQL databases from /Databases folder to the SQL
server.

7. If you are running SQL Server, edit the ConnectionStrings.config file located in the
/Website/App_Config/ folder. Enter the appropriate values in a line for each database,
for instance:
<add name="core" connectionString="user
id= _sql_server_user_ ;password= _user_pa ssword_ ;Data
Source= _sqlserver_  ;Database= _core_database name_ " />

8. Inthe IIS, configure the web site as described in Section 4.3, Configuring the IIS.

9. Configure the Internet Explorer browser as described in Internet Explorer Configuration
Reference.

10. Start the browser and enter the following address in the address bar:
http://ProjectName/sitecore
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You should now see the Sitecore login screen:

£ Sitecore - Windows Internet Explorer. [B=)E3

@:j ~+ [&] nttpifitocaost/siecorioging ] (2] x] | |2

W o [%]:{Qnetaﬂedlnst... l@lnstanmqsne... Ichﬁgunnng {Ocreaum}awm @stecors [7‘ fa- B & [Fese - Groos- 7
a

Q© sitecore’
Welcome to Sitecore

Forgat Your Password?  Change Password

Browser Notes

Select User Interface

You are using Internet Explorer 7.

Sitecore supports all user interfaces for this

‘g Desktop w Content Editor browser,
@ Page Editor Preview
T Workbox & Developer Genter

Browser Display Mode:

o Trusted stes E100% -

Thedefautpassword for the Admin user is fAbo.

SitecoreE is a registered trademark. Al ot her brand and product
contents of this document ar e t he01pg Siteqore. Altrightsoekervédi t ecore. Copyri ght

Page 37 of 78



Sitecore CMS 6.5 Installation Guide @ SlteCOre

4.2 Configuring Folder and Registry Permissions

This section describes the NTFS permissions for folders and files and Windows registry permissions
required by Sitecore CMS for proper functioning. For practical advice on how to edit NTFS
permissions and registry permissions, please refer to Section 7.1, Server Configuration, and to the
MSDN web site and Windows help application.

4.2.1 File System Permissions for Anonymous Requests

Certain types of browser requests (generally for directory lookups and static resources) are executed
with the permissions of the anonymous Internet user account. This account requires Read
permissions to all files, folders, and subfolders under the /Website folder.

The following table contains the default name for this account in different versions of IIS:

IIS version Default anonymous Internet user account name
5and 6 IUSR_*, where the star represents the machine name
7and 7.5 IUSR

If IIS is configured not to use the default IUSR account for processing anonymous requests or
Anonymous authentication is not enabled for the web site, the aforementioned permissions should be
granted to the corresponding account(s).

4.2.2 File System Permissions for ASP.NET Requests

Requests for ASP.NET resources and all the .NET code running within the application is executed

with the permissionsof t he account configured as anpod.dlesnti ty f o
account requires Modify permissions to all files, folders, and subfolders under the /Website and

/Data folders.

The following table contains the default account used for processing ASP.NET requests in different
versions of IIS:

IIS version Default ASP.NET account name
5 ASPNET

6and 7 NETWORK SERVICE

7.5 AppPoolldentity

IIS 6 and later versions allow changing the user account used for processing ASP.NET requests.

If you choose a different user account for processing ASP.NET requests, you must grant this account
the aforementioned permissions.

Note
For more information about application pool identities and specifically about assigning rights to the
AppPoolldentity account, refer to the following article: http:/learn.iis.net/page.aspx/624/application-

pool-identities/

4.2.3 File System Permissions for System Folders

To be able to load .NET runtime and ASP.NET resources used for processing the ASP.NET requests,
the worker process hosting the Sitecore CMS application requires access to multiple system files and
folders that are not distributed as a part of the Sitecore CMS but installed as a part of Windows OS
and .NET framework.
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Most of these permissions are granted by IIS to all ASP.NET applications automatically making the
application pool identity account a member of the IIS_IUSRS security group (11S_WPG on IIS 6).

However, on certain environments it is necessary to manually grant permissions for the application
pool identity to the following system locations:

Default location Required Comments
permissions

%WINDIR%\temp\ Modify

%W INDIR%\Globalization\ Modify Required for registering custom
languages by the .NET Framework
correctly

%PROGRAMDATA%\Microsoft\Crypto Modify Required for storing cryptographic
keys used for encrypting/decrypting
data

Note

ASP.NET and/or IUSR_* users require the modify access rights to the \temp folder to install Sitecore
CMS.

Variables mentioned above have the following default values:

Variable Default value

%WINDIR% C:\Windows

%PROGRAMDATA% C:\Documents and Settings\All Users for IIS 5/6;
C:\ProgramData for IIS 7 and later

Note
For more information about built-in groups and accounts in IS, refer to
http://learn.iis.net/page.aspx/140/understanding-built-in-user-and-group-accounts-in-iis-7/

4.2.4  File System Permissions for SQL Server Files

If you are using SQL Server, the user account configured to run the SQL server application requires
Full access to the /Databases folder containing MDF and LDF database files. Typically, the SQL
server application runs within the context of the NETWORK SERVICE account.

4.2.5 Windows Registry Permissions

Sitecore CMS contains a built-in functionality that reads and updates the Windows performance
counters that can be used for monitoring and troubleshooting the Sitecore application. This
functionality requires access to Windows registry keys. This access can be granted by making the
application pool identity a member of the built-in Performance Monitor Users group.

Note

If the required registry permissions are not granted,
error will be written in the Sitecore log files whenever the application attempts to access Windows

performance counters.

To avoid the error, you must prevent Sitecore from updating the performance counters. To do that, in
the web.config file, setthe i Cow er s. Enabl edo setting to Afal seo.

Adding an Account to a User Group

To add a Windows account to a user group, use the net localgroup command.
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For example, to add the NETWORK SERVICE account to the Performance Monitor Users group, run
the following command on the server hosting the Sitecore CMS web application:

net localgroup "Performance Monitor Users" /add "NETWORK SERVICE"
IIS reset is required for the changes to take effect.

For more information about the net localgroup command, refer to
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-
us/net_localgroup.mspx
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4.3

Configuring the IIS

@ Sitecore

The following sections describe how to configure different versions of 1IS (versions 5, 6, 7 and 7.5) for
Sitecore CMS.

The following list shows which operating systems use which IIS versions:

|l

f
f
il

43.1

IS5 71 Windows XP.

IIS 61 Windows Server 2003.

IIS 71 Windows Server 2008, Windows Vista.
IS 7.57 Windows Server 2008 R2, Windows 7.

S 7

This section contains the instructions for IIS 7 and 7.5.

Create the Application Pool

This section describes how to create the application pool for Sitecore on [IS7 or [1S7.5 (Windows 7,
Windows Server 2008).

To create the application pool:

1. Startthe IS Manager.
2. Inthe Connections panel, select Application Pools.
3. Right-click Application Pools and click Add Application Pool.
&= Internet Information Services (T1S) Manager
@ \/' [ » WS-ALKO » Application Pools
File View Help
. “g' Applic
N "i ES:FLSO(EK‘E[_W‘ This page lets you v
] Sites L Add Application Paol... |
3 Refresh
T T I Classic JNET Ap
[} DefaultAppPool
4. In the prompt dialog, enter the following values:
Name: ProjectNameAppPool
.NET Framework version: 2.0.XXXXX or 4.0 XXXXX
Managed pipeline mode: Integrated.
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Click OK.

Add Application Pool

Name:

ProjectNameAppPool

NET Eramework version:

[ .NET Framework v2.0.50727 -

Managed pipeline mode:
Integrated -

Start application poel immediately

Cance

5. Select the application pool you have just created.

In the Actions panel, click Advanced Settings.

&5 Internet Information Services (IIS) Manager = e |
@@ [(3 » WSALKO + Application Pocls |@l < @ -
File View Help
Connections ) . Actions
re “3' Application Pools p—— )
L] ? & Add Application Pool...
CERT et
«4 Vif' ALKO (DK\alko) This page lets you view and manage the list of application pools on the server. el Jale A e Bt &
e A.ppllcahon Pools Application pools are associated with worker processes, contain one or more Application Pool Tasks
I -la] Sites applications, and provide isolation ameng different applications. » Sta
Filter: - 6o - GShow All | Group by: = B Stop
= . s !
Name Status .NET Fram... Manage o) LEeG
2 Classic .NET AppPool Started w20 Classic Edit Application Pool
QDefau\tAppPool Started w20 Integra D Basic Settings...
LEFMySiteAppPool Started w20 Integral
L MySitecoreSiteAppPool Started w20 Integral
X My TestAppPoo ated 0 Integral
| 2 ProjectNameAppPool Started 2.0 Integral
s= SCTO0T04ECMWINTAppPocl arted V2 Integral T —
QSC&ABZAppPoo\ Started v2.0 Integral e
2} 5CBAPEABpPool Started w20 Integral | | @ Help
Online Help
< i +
Features View Content View

In the Advanced Settings dialog box, set the following settings:

Set the .NET Framework versions et t

00.

ng to Av2.

Set the Identity setting to the built-in account called fMpplicationPoolldentityd o r

ANet wor kServiceo.

Ensure that the Maximum Worker Processess et ting i s set to A10
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Create the Website
Complete the following steps to configure the Web site.
1. Startthe IIS Manager.

2.

uﬁ Internet Information Services (IIS) Manage

6@ [ b WS-ALKO » Sites

File  View Help

Connections
sl

485 WS-ALKO (DK\alko)
-[Z} Application Pools
alla) Sites|

& & Default Web Site

o ecmsitenet

o &b MySite

Set the Load User Profiles et t i ng t o
Advanced Settings
= (General) &

NET Framewark Version w20 B

Enable 32-Bit Applications False

Managed Pipeline Mode Integrated

Name ProjectMameAppPaol

Queue Length 1000 L

Start Automatically True 3
B CPU

Limit 0

Limit Action NoAction

Limit Interval (minutes) 5

Processor Affinity Enabled False I

Processor Affinity Mask 4204967295
= Process Model

Identity NetworkService =)

Idle Time-cut (minutes) 20

Load User Profile True

Masimum Waorker Processes 1

Ping Enabled True

Ping Maximum Response Time (seconds) 0

Ping Period (seconds) El]

Shutdown Time Limit (seconds) 90 =
Identity
[identityType, username, password] Configures the application pool to run as built-in account, i.e.
Application Pool Identity (recommended), Network Service, Local System, Local Service, orasa s...

In the Connections panel, expand Web Sites.

3. Right-click Sites and click Add Web Site.

&= Internet Information Services (IIS) Manager

@—@ [[&1 v WS-AKO » Sites »

File View Help

Connections
#

4-93 WS-ALKO (DK\alka)
i[5} Application Pools
a4l Siterl

@ | @ AddWebSite..

I

@ |EZ  Switchto Content View

Refresh

yTest

4. Inthe Add Web Site dialog box, fill the required fields, for example:

Site name: ProjectName
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5. Add the following line to your hosts file that is located at
C:\ Windows\ System32 \ drivers

Application pool: ProjectNameAppPool
Physical path: C:\InetPub\ProjectName\Website

Host name: projectname
Click OK.

Add Web Site ==
Site name:
ProjectName ProjectNameAppPool
Content Directory
Physical path:
Ci\InetPubl\ProjectName'Website E
Pass-through authentication
[ Comnectas... | [ Test Settings..
Binding
Type: 1P address: Port:
All Unassigned - &
Host name:
projectname]
Example: www.contoso.com or marketing.contose.com
Start Web site immediately

127.0.0.1

\ etc :

projectname

@ Sitecore

Now you can access your website by entering the http://projecthname address in your browser.

Limit Access to Anonymous Users

You should prevent anonymous users from accessing the following folders:

1 /App_Config
9 /sitecore/admin
9 /sitecore/debug
91 /sitecore/shell/WebService
For instance, to limit anonymous access to the /App_Config folder:
1. Openthe llIS.
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@ sitecore

2. Inthe Connections panel, browse your Sitecore site and select the / App_Config folder.
&5 Intemet Information Services (TIS) Manager [=nEch
% [ » WS-ALKO » Sites » ecmsitenct » App_Config » & = @ -
Eile  View Help
# j App_Config Home ——

485 WS-ALKO (DK\alke)
-} Application Pools
4[] Sites

2P ecmsite.net

571 bin

> ] bin_64
-] data

i -] layouts

1> -[5] obj

& [ Properties
&[] sitecore

»-[ temp
51 upload
o sl

- Default Web Site

i ] App_Config

1 -] sitecore modules
1> -[] sitecore_files

Providers  Session State SMTP E-mail

s
8
ASP Gl Compression
B &
(/] i
Default Directory  Error Pages Failed
Document  Browsing Request Tra... i

Filter: v gGo - % Show All | Group by: B i@ Explore
= .
ASPNET B Edit Permissions...
2 & @ Manage Folder @
= N i1y
8 N > Browse Folder
NET MNET -NET Error NET Browse ecmsite.net on 80
Authorizat.. Compilation Pages Globalization (o] (http
F T q ‘:& Browse site.net on *:80 (http)
2 LE] g @ Hep
.NET Profile .NETRoles .MET Trust .MET Users L Online Help
Levels =
— 7
Application  Connection Machine Key  Pages and
Settings Strings Contrals
2 & &
e ) =

[ =1 Features View | % Content View

3.

settings for this folder.

4,

In the App_Config Home panel, double-click Authentication to configure the authentication

In the Authentication panel, ensure that the Anonymous Authentication is disabled.

wﬂ Internet Information Services (IIS) Manager E’
% [ » WS-ALKO » Sites » ecmsitenet » App Config * & @~
File View Help
: ~ Authenticati .
utnentcation
7 == Enable
TR ]
+ ¥ W5-ALKO (OKalke) Groupby: NoGrouping - Edit...
-5} Application Pools = @ He
4[] Sites Name Status Response Type i
€ Default Web Site Anonymous Authentication Disabled Onlinelbige
4@ ecmsitenet ASP.NET Impersonation Disabled
i1 App_Browsers Forms Authentication Disabled HTTP 302 Logi
» | App_Config
i -[] App_Data
p - bin
.71 bin 64

5. Repeat steps 2-4 for the other folders you want to secure.

6. Restart the IIS.

432 1IS6

This section contains the instructions for 1IS 6.

Complete the following steps to configure an existing site or create a new Web site in IIS (Windows

2003 only).

Note

Do not create a virtual directory for Sitecore as the product cannot operate from a virtual directory.
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@ Sitecore

If you are running Windows 2000 or Windows XP, click Control Panel, Administrative tools,
Internet Information Services to open the Microsoft Management Console for the 1IS.

Open the Internet Information Services (1IS) Manager.

If you are running Windows 2003, click Control Panel, Administrative tools, Internet
Information Services (1IS) Manager to open the Microsoft Management Console for the 11S.

In the Internet Information Services window, expand Web Sites
0 Windows XP: Right-click Default Web Site and click Properties.
0 Windows 2000 Server, Windows 2003 Server: Create a new Web site.

In Home Directory tab, in the Local path field, enter or browse to the WebSite folder, for
instance C:\ InetPub \ ProjectName \ WebSite .

In ASP.NET tab, select .NET Framework version 2.0 or 4.0.

In the Application Protection field, select Medium (Pooled).

Default Web Site Properties

ASPMET Server Extensions

Documnents

HTTP Headers Custom Errors
‘wieh Site | ISAPI Fikers | Home Directory

w'hen connecting to thiz resource, the content should come: from:

Diirectary Security

(@i, directony Iocated on thiz computet

() A zhare located on anather computer
(3 & redirection to a UAL

D:MSitecare IntranethwebSite

Log wisits
Index this resource

Lacal Path:
[ 5eript zowrce access
Read

[ whrite

[ Directony browsing

Browse. .

Application Settings

Application name: Default Application Remave

Configuration...
Scripts only w
o)

Starting poirt: <Default Web Sitex

Execute Permiszions:

(Applicatioﬂ Pratection: | Medium [Pooled)

[ 0K H Cancel ]

Do not select High (Isolated) as this will cause excessive caching.
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@ Sitecore

6. Inthe Internet Information Services window, under Default Web Site, select the /data
folder and click Properties to open the Properties window for this folder:

data Properties

Ditectony | Documents | Directomy Security |HTTF' Headers | Custom Enors | ASP.MET

PIX)

Anonymous access and authentication control

=

Enable anonymous access and edit the

IF address and domain name restrictions

8

Secune communications

Require secure communications and
enable client certificates when thiz
resource is accessed.

authentication methads for this resource

7. Inthe Directory Security tab, in the Anonymous access and authentication control
section, click Edit. The Authentication Methods window will appear.

Authentication Methods

[] Ananyrmous access
Mo user name/password required to access this resource.

Account uged for anonymous access:

User name: | |

Pazsword: | |

Authenticated acoess

are required when
- anonymous access is dizabled, or
- access is restricted using MTFS access control lists

[ Digest authentication for Windows domain servers

[ Basic authentication [password iz sent in clear text]

]
[protemmera ]

[ Integrated windows authentication

Drefault domain:

Realm:

{ oK 1 [ Cancel ] [ Help ]

For the following authentication methods, user name and password

8. Inthe Authentication Methods dialog box, ensure that the Anonymous access check box

is not checked.

9. Repeat this procedure for the following folders and files:

/sitecore/admin
/sitecore/debug

10. Restart the IIS.
If you are running Windows 2003:

1. Open the Properties dialog box for the appropriate Application Pool, in the Performance tab

and ensure that

t he

Maxi mum number of worker proc
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2.

install the OS/IIS.

@ sitecore

On multiple processor servers, this value may automatically be set higher than 1 when you

On these servers, it is therefore especially important to check this setting as it will likely be

higher than "1".
Restart 11S.

Limit Access to Anonymous Users

You should prevent anonymous users from accessing the following folders:

1 /App_Config
1 /sitecore/admin
9 /sitecore/debug
1 /sitecore/shell/WebService
For instance, to limit anonymous access to the /App_Config folder:
1. OpenthelllS.
2. Navigate to the Web Sites \ Default Web Site \ App_Config folder.
¥ lInternet Information Services |:||’E|rz|
W) Fle  Action View Favorites Window  Help == x|
== @@ x B 2
=0 web Sites Al Name Path Status
= o Default web Site Cncude
B o (Eprefetch
L@ Printers Dsecuity
a Appiru'f\'sers Commands,config
g c:mnecnnnstr!ngsmnﬁg
(3 aspret_dient @ ConnectionStringsOracle.config
3 bin ConnectionStringsSQlite.config
3 css @ FieldTypes.config
[ mages [®] teons. config
(2 indexes LanguageDefinitions.config
(2 layouts 8] MimeTypes.config
(22 Properties Portraits.config
£ sitecore @] Protatypes.config
(£ sitecore modules ¥amlsharp. config
3 starterkit
(3 temp
3 upload
3 xsl
& Default SMTP Virtual Ser__
¢ | 3 = | E
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3. Inthe Internet Information Services window, right-click the App_Config folder and click
Properties:

4. Inthe App_Config Properties window, click the Directory Security tab.

5. Inthe Anonymous access and authentication control section, click Edit.
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